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ABSTRACT:
In this work, we design and develop a smart intruder detection and alert system which aims to elevate the security as well as the likelihood of true positive identification of trespassers and intruders as compared to other commonly deployed electronic security systems. Using multiple sensors, this system can gauge the extent of danger exhibited by a person or animal in or around the home premises, and can forward various critical information regarding the event to home owners as well as other specified entities, such as relevant security authorities.
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INTRODUCTION:
Various security systems can be found installed in homes and offices alike. For example, Closed-circuit Television (CCTV) is a popular technology used extensively for the purpose of home & office security and surveillance. Although, such systems may offer some merits in the form of low cost and relative ease of installation, however they also have some major drawbacks. These systems usually have no mechanism to send critical information to users/home owners if they are not present in the home premises.
Additionally, since the current systems record video continuously and store it locally, one has to scroll through long duration of elapsed time often hours, in order to get to the relevant section of the video. The system presented in this paper aims to improve upon such shortcomings of other security systems. This system sends relevant video data (on detection of an intrusion) to the users and home owners directly, without the need of an additional centralized monitoring unit. Since all of this is done in real time, this data could also be relayed to the security authorities who would expedite the process of identification or capturing of an intruder.


DESCRIPTION:
By using a combination of sensors and microprocessors that are described in the following sections, this system is able to incorporate some crucial features into it’s functioning. These are explained below:
This system uses smart sensors to monitor the presence of trespassers and possible intruders near the homes entry points such as door, windows etc. This feature enables the system to start recording video only when it perceives the danger. Hence, a user does not have to scan through hours of irrelevant video data. This not only saves time but also decreases the overall memory and processing power requirements.
To implement the system with mentioned features, three processing units have been used- a microcontroller, a raspberry pi single board computer and a Telegram Messenger. This approach made our system modular since if we need to change any feature, we only require to change that particular module not the whole setup, moreover our system is portable enough to occupy less space while installation.
The Raspberry Pi Single Board Computer on the other hand handles the image/video capturing aspect of the project, as it requires more memory & processing power. The Raspberry Pi single board computer uses an ultrasonic sensor to detect the presence of an individual near the door. Once the sensor is triggered by the presence of a person, it starts recording a 5-10 seconds video of that area, which captures the identity of the trespasser or any activity happening outside the door on footage. This video is then both saved on-board and sent to the home owner and/or authorities via Telegram Messenger.
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SOFTWARE:
1. Raspbian OS
2. Python Programming Language
HARDWARE:
1. Raspberry Pi 3 board
2. Ultrasonic Sensor
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